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用生成模型生成大规模自然语言对抗样本
主要的工作:设计了一个VAE+GAN的模型生成对抗样本
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Background：Adversarial Examples

Adversarial Examples Are Not Bugs, 
They are features. 
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对抗性学习是深度学习中的一个热门话题。
攻击者企图攻击模型，通过对输入样本故意添加一些人无法察觉的细微的干扰，导致模型以高置信度给出一个错误的输出。
比如知乎上的这两个例子，样本x的label为熊猫，在对x添加部分干扰后，在人眼中仍然分为熊猫，但对深度模型，却将其错分为长臂猿，且给出了高达99.3%的置信度。
下面这张图是一像素攻击：改动图片上的一个像素，就能让神经网络认错图，甚至还可以诱导它返回特定的结果。
从防御的角度出发，将对抗性样本混合到训练集中，提高了受害者模型的性能和鲁棒性



Background：Adversarial Examples 
Generation in NLP

Traditional：
pair-wise 

Proposed method:
from scratch
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在NLP中也是一样的，这里给出一个例子，也是我们这篇论文所要处理的问题背景
训练数据集是一些影评，分为正面评价和负面评价两类。这里已经有了一个训练好的分类模型。
我们的目标就是从已有的数据集中生成对抗样本，要求人的判别结果不变，模型的判别结果改变。
传统的做法是一种 一对一 的方式，就是说给一个输入，我们通过对这个输入加上细小的改动，生成对抗样本
这篇论文提出的方法是一种 无中生有的方式，就是说我们latent space任意采样，都能生成一个满足条件的样本
这样做的好处：不在受输入数据局限，可以生成无穷无尽的数据，而且生成数据多样，生成的质量高



Contributions

• generate text adversarial examples from scratch
• a novel method :VAE+GAN+ adversarial loss
• Some interesting experiments



Methodology:  overview
• three components: 

a generator G, discrimators D, and a targeted model
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模型由三部分组成：生成器，判别器和目标模型
VAE作为生成器，试图重构原数据集的分布，
每个类别的判别器与VAE的decoder组成GAN,对抗学习提高生成文本的质量，保证了可读性。同时保证人对原始样本和对应的对抗样本的分类一致。
然后把生成的对抗样本输入到已经训练好的判别模型中去，通过一个对抗loss,保证这个判别模型分类出错。



Methodology: generator
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具体的讲，这个VAE的结构是一个朴素的条件VAE，他的encoder和decoder都是一个RNN
这个模型老师以前也提到过，下图就是从老师以前的ppt扒过来的，这里实际上就是用GRU代替了LSTM
这个模型有个问题。就这么训练的话，decoder会倾向于只依赖这部分的输入进行输出而忽略了latent vectoer的信息，这样模型会退化到一个language model
对策：采用一个退火的机制，在这个KLD前面加一个参数a，a在训练过程中由0变化到1.同时对输入应用个drop out,使得decoder更加依赖于z



Methodology ：
Model Training
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最后，我们重新理一下这个模型的训练过程，加深对这个模型的理解。
首先，用训练数据集训练好这个目标模型。训练好之后这个模型的参数就不变了，以后的训练就不更新他的参数了。
同时，我们可以并行通过最小化这个VAE loss去训练好这个VAE，用训练好的VAE参数初始化模型的生成器。这实际上就是个pretrain的过程
然后我们通过一个重复的过程训练这整个网络。对于每一类，我们选取一个batch的样本并生成他们对应的对抗样本，然后通过最小化这个GAN的loss来更新判别器
然后通过最小化这个联合loss来更新生成器。可以看到，判别器只关心生成的文本质量好不好，类别对不对，而生成器还需要关心怎样欺骗目标模型



Related Work

• gradient-based replacement methods
• FSGM（Fast Gradient Sign Method）

• DeepFool

• gradient-free replacement methods
• TextBugger

核心思想：最小程度的扰动来获得
良好性能的对抗性样例。（可评估
分类模型鲁棒性）
添加扰动之后将x0映射到分类边界

的投影点p，即

基于梯度的攻击：FSGM. https://www.cnblogs.com/tangweijqxx/p/10615950.html



• 使用雅克比矩阵找到最重要的单词排序

• TEXTBUGGER的五种错误生成方法:
(1)插入:插入一个空格到单词中。
(2)删除:删除除第一个字符和最后一个字符外的任意字符。
(3)交换:在单词中随机交换两个相邻的字母，但不改变第一个或最后一个字母。
(4) Substitute-C (Sub-C):用视觉上相似的字符(例如，用“0”代替“o”，用“1”代替“l”，
用“@”代替“a”)或键盘上相邻的字符(例如，用“n”代替“m”)代替字符。
(5)Sub-W:在上下文感知的词向量空间中，用它的最近邻替换一个词。

• TextBugger（白盒设定）

TextBugger. https://www.cnblogs.com/shona/p/11809257.html

• 根据置信度的变化选择bug（选变化最大的）。用最优的bug来替换这个单词，得到一个新
的文本。我们重复上述步骤来替换下一个单词，直到找到解决方案（攻击成功），或者未
能找到一个保留语义的对抗样本。



4 Experiment

4.1 Experiment Setup and Details

Two popular public benchmark datasets，both widely used in sentiment analysis and adversarial 
example generation

Rotten Tomatoes Movie Reviews (RT) ：5331 positive and 5331 negative processed movie reviews

80% of the dataset as the training set, 10% as the development set and 10% as the test set

IMDB：50000 movie reviews from online movie websites

50% for training 50% are for testing.  

Holdout 20% of the training set as a validation set.



Representative methods as baselines：

Random：Select 10% words randomly and modify them.

FSGM

DeepFool

TextBugger

4.2 Comparing With Pair-wise Methods



Take the FGSM method as the representative of gradient-
based methods, as FGSM is the fastest among them. 

Measure the time cost of generating 1000 adversarial 
examples and calculate the average time of generating one.

Faster->Trained beforehand

Generation Speed



Attack Success Rate
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We can observe that randomly changing 10% words is not enough to fool the classifier. This implies the difficulty of attack.
TextBugger changes the spelling. 

These words are important negative sentiment words for a negative sentence. It is natural that changing these words to unknown words can change the prediction
of models.

Unlike TextBugger, our method generates meaningful and fluent contents.



4.3 Unrestricted Adversarial Text Generation

Attack Success Rate

The attack success rate of the vanilla VAE is 
only 10.3% and 20.1% respectively, this implies 
that only randomly generating texts can 
hardly fool the targeted model.

When φ is greater than 0, the attack success 
rate is consistently better than the vanilla VAE. 
This reflects the importance of Ladv.
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Adversarial Examples
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The adversarial examples generated by the vanilla VAE is more likely neutral, and the confidence of the targeted model is not huge.
 On the contrary, the generated examples of our method have high confidence of the targeted model. This shows Ladv is important to attack success rate.




A low perplexity indicates the language model is good at 
predicting the sample.   (fluency)

The quality of generated texts are acceptable: only a bit 
higher than the original data’s

As φ gets larger, the perplexity gets bigger. This is perhaps 
because Ladv can distort the generated texts.

Quality of the generated adversarial texts 1 : Perplexity



A valid generated adversarial text is supposed to be 
classified as class yk by humans but be classified as 
class yt≠yk by the targeted model.

higher than 70% and much higher than that of the vanilla 
VAE. 

Quality of the generated adversarial texts 2 : Validity



Ablation Study (4.4)

The attack success rates of models trained with and without Ldisc are close. 

But the validity of the model trained without Ldisc is much lower than that of the model with Ldisc. 

Discrimators to draw distribution of adversarial texts close to the distribution of real data. 

This shows that discrimators loss can improve the validity greatly.



We first generate one million adversarial texts. 

To compare generated texts with train data, we extract all 4-grams of train data and 
generated texts. On average, for each generated text, less than 18% of 4-grams can be 
found in all 4-grams of train data on all datasets. This shows that there exists some 
similarity and our model can also generate texts with different words combinations.

To compare generated texts with each other, we suppose that if over 20% of 4-grams of one 
generated text don’t exist at the same time in any one of the other generated texts, the 
text is one unique text. We observe more than 70% of generated texts are unique. This 
proved that the generated texts are diverse.

Quality of the generated adversarial texts 3 : Diversity



4.5  Defense With Adversarial Training

Using the adversarial examples to augment the training data can make models 
more robust, this is called adversarial training.
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b) Through adversarial data augmentation, test accuracy on the original test data is stable. Also, the accuracy on the adversarial data is improved greatly (from 0 to > 90%). It implies that adversarial training can make models more robust without hurting its effectiveness.

c）RT dataset:  We compare the adversarial data augmentation performances of pair-wise and unrestricted generation from scratch.
We can see that with pair-wise generation, if training data is limited, we need to generate more adversarial examples to improve the adversarial test accuracy. Higher adversarial test accuracy requires higher φ . But higher  results in bigger perplexity, which means low text quality. Differently, with unrestricted generation from scratch, we can generate infinite adversarial texts using very small , with high fluency and similar adversarial test accuracy.
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